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Hamsi - SHA-3 candidate

Hamsi hash function
@ Designed by ézgijl Kiiciik, Katholieke Universiteit Leuven
@ Second round NIST candidate

@ Best (and only) attack: J.-Ph. Aumasson - On the pseudorandomness
of Hamsi
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The Compression Function of Hamsi-256

Input: 256-bit chaining value, 32-bit message
@ Expand the message block to 256 bits
o Concatenate to the state, obtain 4 x 4 matrix of 32-bit words
@ Apply 3-round permutation (constants addition, S-boxes and linear
diffusions)
o Feedforward the chaining value

Output: Two rows of the matrix
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Initial Analysis

Pros and cons for the attacker:

—: Message expansion, relatively fast diffusion(S-boxes+linear diffusion)
+: Only 3 rounds

Ideas:
© Introduce difference only in the chaining value

@ Start from a low Hamming weight state in the second round
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Near collisions for Hamsi-256
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