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Electing a University President
using Open-Audit Voting

Ben Adida (Harvard), Olivier de Marneffe, Olivier Pereira,
and Jean-Jacques Quisquater (Université catholique de Louvain)
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The UCL president election

May 2008
Université catholique de Louvain (Belgium) sets new rules for
the election of its president

I ≈ 25.000 potential voters

I ≈ 30 members of the academic senate were voting before
I Voting operations conduced through browser/email

I Common authentication infrastructure available (email, . . .)
I Low-coercion environment
I Client-side security not a big concern
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Open-audit voting with Helios [Adida 2008]

Open-audit elections

I Every voter can check his vote is
correctly tallied

Simple design
I Ballots are :

I ElGamal encryption of 0/1 for each
choice

I NIZK proofs of vote well-formedness

I Web bulletin board shows ballots

I Homomorphic tally + decryption
proofs

heliosvoting.org

heliosvoting.org
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Statistics

I 10644 votes tallied

I 30% check their vote on web bulletin board Quite high !

I 7 complaints issued during 2 rounds Easily countered
Convenience of voting server with public data only
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Conclusion

I 1st significant-outcome, multi-thousand-voters open-audit election
successful

I Open-audit elections allow moving
I from election manipulation opportunity
I to voter verification opportunity

I Thanks to all the people at who supported it !
UCL, Harvard, ENS Cachan, BlueKrypt, Google, Nexxit, . . .

Demo on http://tinyurl.com/heliosucl – use any login/pw !

http://tinyurl.com/heliosucl
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Thank you !


