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Helios Cryptographic Algorithms

• Homomorphic techniques for e-voting based 

on Exponential El-Gamal

• Threshold decryption with joint key generation

• Computations are done in a subgroup of Z*
p

with order q, p = 2048-bits and q = 256-bits 
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Helios Claims
From Usenix 2008:

• “... even if Helios is fully corrupt, the  

integrity of the election can be verified. ”

• “... even a fully corrupted Helios cannot 

cheat the election result without a high 

chance of getting caught.”
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Techniques Used
• Our malicious Firefox extension is able to 

break the integrity of a ballot.

• It exploits buffer overflow vulnerabilities 

in Adobe Acrobat/Reader to install a 

browser rootkit on the voter's machine.
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Defences & Countermeasures

• Disable the JavaScript option in Adobe Acrobat.

– It works, but not secure against viruses, worms, and etc.

• Having a third party system which verifies the 

voter’s ballots.

– One can use Adobe weakness to modify this software 

too.
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Further Work

• The extension under development will 

email “Bart Preneel” who tried to vote 

against him.

• It is possible to launch a similar attack 

against voters using Internet Explorer.
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Impact

Clinton in Nigeria: “In 2000 our 

presidential election came down to one 

state where the brother of one of the men 

running for president was governor of the 

state.”
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Future
• Assuming Internet e-voting is used in 2012:  

–Your computer may become a target for 

lobbyists, extremists, etc.

–Bush III will not need his brother!

–Dick Cheney will know who voted against

Bush III!
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Conclusions

• Used to be: May the Best Candidate Win

• Today: May the Best Hacker Win
(Death of Democracy Or May the Best Hacker Win, by 

Christopher Bollyn) 
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Conclusions

Due to this successful attack on Helios, one 

can conclude the cryptography used is 

just window dressing.
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Questions?
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Question: Assumptions?

1. Windows XP Service Pack 0 or upper, 

2. Firefox version 1.5 to 3.5.*,

3. Firefox installation folder is under Program Files,

4. The client must have write privilege for the mentioned 

folders,

5. Adobe Acrobat/Reader with versions 7.0.0 to 8.1.2 and 

9.0.0, is installed on the client’s machine.
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