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The great tragedy of Crypto -

the slaying of a provably secure scheme

by an ugly side channel.
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Good luck...




Leakage 1s a given,
modeled by an adversarial
observer.

The device should
protect 1tself against it.
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A transformation that makes any circuit resilient
against

+ Global adaptive leakage
May depend on whole state and intermediate results, /
and chosen adaptively by a powerful on-line
adversary.

* Arbitrary total leakage
Bounded just per observation. [DPO8]

But we must assume something:
« Leakage function is computationally weak [eMRo04]
* A simple leak-free component [€EMRO04]
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“antennas are dumb”




Assumption: the observed leakage is a
computationally-weak function

of the device’s internal wires.




* Secure memory

[MRO04][DP08][Pie09][FKPR09]
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* Secure processor [G89|[GO95]

* Here: simple component that
samples from a fixed distribution,
e.g: draw strings with parity 0.

* No stored secrets or state
* No input

— consumable leak-free “tape roll”




» Constructions for generic circuit transformation
using linear secret sharing schemes.

— Example: unconditional security against ACO leakge.

» Argue necessity of leak-free components
(for “natural” constructions)

by complexity-theoretic bounds/conjectures.

» General proof technique + additional applications.

’http: //eprint.iacr.org/2009/341




